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ISMS Information Security Polic

Purpose

This policy introduces the concept of the Information Security Management System (ISMS)
applied to the organization.

Scope

This policy applies to every person working under the ISMS in the organization.

Acceptance

This policy should be understood and accepted by people who work under an

B ISMS Employee (PUBLISHED) role in the organization. The policy is defined and accepted
by the people working in the B ISMS Top Management (PUBLISHED) role in the
organization.

Policy

The organization defined, introduced and has been managing the Information Security
Management System (ISMS) compliant with the B ISMS ISO/IEC 27001:2022 (PUBLISHED)
standard in the organization. This policy is the highest, entry level document, explaining the
scope and structure of the ISMS.

1.1 ISMS Scope

The organization applies the ISMS to all persons in the ebadu.pl sp. z 0.0. organization, and to
those persons from Wilabs organization that provide R&D services of ebadu products. All
such persons are called employees.

The B ISMS Top Management (PUBLISHED) defines the following certification statement for
the ISMS:

“Research and development, service delivery and consulting services related to the
ebadu products”.

The scope of the ISMS applies to the following organizations:
1. ebadu.pl sp. z 0.0. ul. Skowronkowa 1, 55-093 Kietczéw, Polska
a. Services - all service lines;
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b. Products - ebadu.PKUP, ebadu.R&D, ebadu.lPBox;
c. Roles - all roles in the organization;
2. WilLabs sp. z 0.0. ul. Skowronkowa 1, 55-093 Kietczéw, Polska
a. Services - R&D services of product developed for ebadu.pl organization;
b. Products - none;
c. Roles - only these of the R&D roles which are engaged in the R&D activities of
ebadu products;

1.2 Normative Sources Compliance

The top management declares the compliance with the following standards and regulations
by implementing the ISMS:

1. B ISMS ISO/IEC 27001:2022 (PUBLISHED)

2. B ISMS ISO/IEC 27002:2022 (PUBLISHED)

The top management decides that the Information Security Management System shall be
certified by an independent notified body, to prove maturity of the approach to information
security as well as to identify opportunities for improvements.

While the ISMS supports the confidentiality, integrity and availability of information, including
personal data, it does not directly result in compliance with either

B ISMS General Data Protection Regulation (GDPR) (PUBLISHED) or

B ISMS Ustawa o ochronie danych osobowych(PUBLISHED) regulations. This is achieved by
the definition of the personal information management system in the organization in
addition to the ISMS.

1.1 Declaration of Top Management

The top management of the organization declares to commmit to the protection of the
information security in the organization as well as lawful processing of personal data. To
achieve this goal the top management introduces the Information Security Management
System (ISMS) compliant with B ISMS ISO/IEC 27001:2022 (PUBLISHED) standard. The
security of information in the organization depends on daily activities of all people employed
or contracted in the organization hence they shall be made aware of the ISMS setup,
educated and supported in executing information security activities.

1.2 Information Security Objectives

There are the following common security objectives established for the ISMS:
1. Assuring confidentiality, integrity and availability of the information and key assets in
the organization.
2. Ensure lawful processing of personal data in the organization.
3. Supporting building security awareness among the employees.
4. Continual improvement of the ISMS.
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The organization can further extend its information security objectives specifically for each
year and document them in |[SMS Information Security Objectives.

1.3 Policies

The full ISMS documentation is located in 1. Information Security Management System folder.
The top management introduced the following high level policies to guide and direct
organization ISMS' operations.

Policy Audience

B ISMS Information Security Policy (PUBLISHED) B ISMS Employee (PUBLISHED)

B ISMS Information Classification Policy (PUBLISHE... B ISMS Employee (PUBLISHED)

B ISMS Assets Acceptable Use Policy (PUBLISHED) B ISMS Employee (PUBLISHED)
B ISMS Access Control Policy (PUBLISHED) B ISMS Employee (PUBLISHED)
B ISMS Network Security Policy (PUBLISHED) B ISMS Employee (PUBLISHED)
B ISMS External Communication Management Poali... B ISMS Employee (PUBLISHED)
B ISMS Information Transfer Policy (PUBLISHED) B ISMS Employee (PUBLISHED)
B ISMS Mobile Devices Management Policy (PUBLI... B ISMS Employee (PUBLISHED)

B ISMS Storage Media Management Policy (PUBLIS... B ISMS Employee (PUBLISHED)

B ISMS Passwords Management Policy (PUBLISHED) B ISMS Employee (PUBLISHED)

B ISMS Security Risk Management Policy (PUBLISH... B ISMS Information Security Off...

B ISMS Suppliers Management Policy (PUBLISHED) B ISMS Information Security Off...

B ISMS Cryptographic Controls Policy (PUBLISHED) B ISMS Administrator (PUBLISH...

B ISMS Backups Policy (PUBLISHED) B ISMS Administrator (PUBLISH...
1.4 Roles

The ISMS introduces the following crucial roles. It is required that every person in the
organization assigned to a role reads and accepts related ISMS documentation to understand
their impact on the information security in the organization.

ver. 6.0 Status: PUBLISHED 3/5
Public Copyrights © ebadu.pl sp. z 0. o.


https://docs.google.com/document/d/1GjpKWOsvyQC0oD9O2eVfblzMoZih7ixXVLCGabp7VTk/edit?usp=sharing
https://docs.google.com/document/u/0/d/1KFgCh4IWrGvr7SliuE1KETtIWaoCDuQf7WKEc-v0XCU/edit
https://docs.google.com/document/u/0/d/1OiV9qf2eCp5lP4yX4CrIgzpebSjVAcV6Hkcb_FPwZzw/edit
https://docs.google.com/document/u/0/d/1KFgCh4IWrGvr7SliuE1KETtIWaoCDuQf7WKEc-v0XCU/edit
https://docs.google.com/document/d/1Y0FWZ1hZU5l1KByk97mjXZj5vcf7IGVj2vqFJ5cyq7A/edit?usp=sharing
https://docs.google.com/document/u/0/d/1KFgCh4IWrGvr7SliuE1KETtIWaoCDuQf7WKEc-v0XCU/edit
https://docs.google.com/document/d/1DGoEyv2PiLSKZASVFhz7-O79TZI2KGk2hGCCdPxpQ-o/edit?usp=sharing
https://docs.google.com/document/u/0/d/1KFgCh4IWrGvr7SliuE1KETtIWaoCDuQf7WKEc-v0XCU/edit
https://docs.google.com/document/d/13tYPOBiEoOM9dqlQWv1HhNZkiijFWLi6INwlyCrQ2N8/edit?usp=sharing
https://docs.google.com/document/u/0/d/1KFgCh4IWrGvr7SliuE1KETtIWaoCDuQf7WKEc-v0XCU/edit
https://docs.google.com/document/d/1He90fPZiGuDvwSok4vtLaRmS2HoeHljrPC9fsCXawr4/edit?usp=sharing
https://docs.google.com/document/u/0/d/1KFgCh4IWrGvr7SliuE1KETtIWaoCDuQf7WKEc-v0XCU/edit
https://docs.google.com/document/d/1GjQl3ZZJfzOv_1WS3cROj8qMbFyaLN6YSQY41woy5vA/edit?usp=sharing
https://docs.google.com/document/u/0/d/1KFgCh4IWrGvr7SliuE1KETtIWaoCDuQf7WKEc-v0XCU/edit
https://docs.google.com/document/d/1FshwpTl2sS-Ewd7zM0jDwC_4rvoeTUpRB3EUZK356ls/edit?usp=drive_link
https://docs.google.com/document/u/0/d/1KFgCh4IWrGvr7SliuE1KETtIWaoCDuQf7WKEc-v0XCU/edit
https://docs.google.com/document/d/1fMIMMHr6aXvShR2wM3iodhbt-839SkWxn-aw5T6f1I0/edit?usp=sharing
https://docs.google.com/document/u/0/d/1KFgCh4IWrGvr7SliuE1KETtIWaoCDuQf7WKEc-v0XCU/edit
https://docs.google.com/document/d/1nVwGxJhycsvawMlt2BmbQOjmSlNOxh4vlfeV6EoANmU/edit?usp=sharing
https://docs.google.com/document/u/0/d/1KFgCh4IWrGvr7SliuE1KETtIWaoCDuQf7WKEc-v0XCU/edit
https://docs.google.com/document/d/1v_7rpOa3PLcNxLzHYNxOy-tS0MFS49RCS8jmxM5igVk/edit?usp=drive_link
https://docs.google.com/document/u/0/d/1RMPcx3Wf2NmHZoUEILN6LTuy1vb9FICFAYCUVXHpzqc/edit
https://docs.google.com/document/d/1MNF-WsGMVrf6OWUcUulScWCkL2vSMPTsjVcJSAvJAec/edit?usp=sharing
https://docs.google.com/document/u/0/d/1RMPcx3Wf2NmHZoUEILN6LTuy1vb9FICFAYCUVXHpzqc/edit
https://docs.google.com/document/d/1m0tygpx3Qe-mom1eIADKysYrdzD577_TAdG3h3rVb6k/edit?usp=sharing
https://docs.google.com/document/u/0/d/1myMpFByTYdzpuqpjo4de3rb-l-LuJ97AW7TSFSsmBbk/edit
https://docs.google.com/document/d/1BAOTBNKcFgsLtgmWp4U6jUcUWbV6LksfHBfEOwLoM54/edit?usp=sharing
https://docs.google.com/document/u/0/d/1myMpFByTYdzpuqpjo4de3rb-l-LuJ97AW7TSFSsmBbk/edit
https://drive.google.com/drive/folders/1uCIwIi_GcR2rvlr-FwVSx0Rik3eRtq5q?usp=drive_link
https://drive.google.com/drive/folders/1YkRgzROHTXinqx-RF_y5AObTEUIRTwLI?usp=drive_link

_ ISMS Information Security Policy

Role

B ISMS Employee (PUBLISHED)

B ISMS Administrator (PUBLISHED)

B ISMS Information Security Officer (PUBLISHED)

B ISMS Top Management (PUBLISHED)

1.5 Continual Improvement

The ISMS reflects the current approach to the security risk and possible vector attacks. The
ways the organization is attacked are continuously evolving and so shall our ISMS. This
process of continual improvement is a key characteristic of any management system.

The top management encourages everybody in the organization to suggest or report any:
1. Event
2. Opportunity for improvement
3. Security weakness
4. Security incident
5. Nonconformity
that could help us to improve information security in the organization.

This shall be done in a way supporting transparent and open communication within the
organization. Our common goal is to protect information security by improving processes
around the ISMS and the organization operations.

Policy Compliance

The organization will monitor compliance with the policy of its employees by different
methods like monitoring, measurements, periodic reviews, and audits. The

B ISMS Employee (PUBLISHED) must follow this policy, while noncompliance may trigger
the disciplinary process.
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References

Normative source

Chapter

B ISMS ISO/IEC 27001:2022 (PUBLISHED)

51;52;6.2,73;
Annex A: 5.1;5.4;5.36; 6.3; 6.4
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